Extraction Report

Cellebrite UFED Reports

Summary

Connection Type Cable No. 54

Extraction end date/time 2012-10-23T15:55:15
Extraction start date/time 2012-10-23T15:52:58
Report type Phone

Selected Manufacturer Nokia GSM

Selected Device Name 6101/6102/6101b/6102b
Unit Identifier 5550494

Unit Version Software: 1.2.2.3 UFED, Full Image: 1.0.2.9, Tiny Image: 1.0.2.1
UFED Physical Analyzer version 3.2.0.12

Examiner name 6102i-Logical

Device Information

# Name Value Del?
1 IMEI 354829011357708
2 MSISDN 14437140164
3 MSISDN Type MSISDN
4 Phone date/time 2012-10-23T15:51:27
5 User code 12345
Plugins
# Name Author Version
1 UFED Logical Report Reader Cellebrite 2.0
2 Physical Analyzer Report Reader Cellebrite 2.0
3 ContactsCrossReference Cellebrite 2.0
Cross references the phone numbers in a device's contacts with the numbers in SMS messages and
Calls. Will fill in the Name field of calls and SMS if there's a match.
4 DataFilesHandler Cellebrite 2.0
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Call Log (2)

Incoming (1)

! 4436946702 10/19120121:16:01 |-

Outgoing (1)

! 4437140168  Dcci Apple I13 %1 9/2012 1:45:15 |-

Contacts (7)

Phone (7)
1 Dcci Apple Entries (1)

General 4437140168
2 Dcci Blackberry Entries (1)

General (4437140166
3 Hoodo Hussein Entries (1)

General |2022904186
4 Hoos bin Farteen Entries (1)

General 4438317617
5 Kareem Jabobi Hussein Entries (1)

General 4106524052




Obama bin Hari

Entries (1)

General 2025103549

Rashid Alfuton

General 2028348948

SMS Messages (16)

Inbox (5)

1 From: +11113272605 10/17/2012 1:29:32 PM +13123149617 Unread |AT&T Free Msg: Welcome to GoPhone! To learn
more about GoPhone data & text messaging
features, check your balance & refill your account
go to att.com/mygophone

2 From: 7106 10/18/2012 10:58:16 AM +12404492157 Unread |Winnie, thanks for buying your phone from James
at our AT&T store. We'll text you shortly for some
feedback. (SURVEY TEXTS FREE)

3 From: 7106 10/18/2012 10:58:58 AM +12404492157 Unread |How satisfied were you with the service provided by
James our retail Rep - on a scale from 10
(completely) to 1 (not at all)?

4 From: +14437140168 Dcci 10/19/2012 2:20:17 PM +12404492157 Read Not much, how are things with you?

Apple
5 From: +14437140168 Dcci 10/19/2012 2:24:13 PM +12404492157 Read Sounds fascinating
Apple

Other (11)

1 - | am late. | will be there at

2 - I'm in a meeting, call me later at

3 - I'm busy right now. I'll call you later.

4 - | will be arriving at

5 - Meeting is canceled.

6 - See you at

7 - See you in

8 - Please call

9 - | love you too

10 - Happy birthday

11 - Thank you




Time line (7)

# Type Timestamp Party Description Del?
1 SMS Messages 10/17/2012 1:29:32 PM |From: +11113272605 AT&T Free Msg: Welcome to GoPhone! To learn more about GoPhone
data & text messaging features, check your balance & refill your account
go to att.com/mygophone
2 SMS Messages 10/18/2012 10:58:16 From: 7106 Winnie, thanks for buying your phone from James at our AT&T store.
AM We'll text you shortly for some feedback. (SURVEY TEXTS FREE)
& SMS Messages 10/18/2012 10:58:58 From: 7106 How satisfied were you with the service provided by James our retail
AM Rep - on a scale from 10 (completely) to 1 (not at all)?
4 Call Log 10/19/2012 1:16:01 PM | 4436946702
Call Log 10/19/2012 1:45:15 PM 4437140168 Dcci Apple
SMS Messages 10/19/2012 2:20:17 PM | From: +14437140168 Not much, how are things with you?
Dcci Apple
7 SMS Messages 10/19/2012 2:24:13 PM |From: +14437140168 Sounds fascinating
Dcci Apple
Data Files (52)
Audio (18)
# File Info Del?
1 Name: Clock alert 1.mid Size (Bytes): 1280
Path: /alpredefgallery/predeftones/predefalerttones/Clock alert | Created: 1/1/2005 12:00:00 PM
1.mid
MD5: 73a97997cdff8d99162cb06c4cf70481
SHA256: 3a66a6109380570ae000380d0658815
514762d1e2818acf873a16110e02a5a4
2 Name: Clock alert 2.mp3 Size (Bytes): 16200
Path: /alpredefgallery/predeftones/predefalerttones/Clock alert | Created: 1/1/2005 12:00:00 PM
2.mp3
MD5: 4782ea60a45a5bde66f8de65ch20eb1e
SHA256: 8e7745961a8bde5f4a3bac4fbfg6fed
f3f4711471bc5e7d34564d0162d95d6d
3 Name: Message 1.mp3 Size (Bytes): 27432
Path: /alpredefgallery/predeftones/predefalerttones/Message Created: 1/1/2005 12:00:00 PM
1.mp3
MDS5: f84970a280b5cbac12b399634a739¢10
SHA256: ed6b2e831ff3d33ed8e41af93fa8bco4
d4c2a0410d985156387e69d2c2dc2285
4 Name: Message 2.mid Size (Bytes): 3077
Path: /alpredefgallery/predeftones/predefalerttones/Message Created: 1/1/2005 12:00:00 PM
2.mid
MD5: 2f13f05917038c785d30a9860bec2260
SHA256: f4271978a898370e0a6edc4205b8ad4a
30f48666107252c3e93efd6fc717c626
5 Name: Message 3.mid Size (Bytes): 1412
Path: /alpredefgallery/predeftones/predefalerttones/Message Created: 1/1/2005 12:00:00 PM
3.mid
MD5: 1c8a12c099¢3fcc6055722c002b2a%e5
SHA256: 4a0dae7cb36a70678b0d9defb2594339
1233ea9ac37f9485180b50780352cbab
6 Name: Agency.mid Size (Bytes): 935
Path: /alpredefgallery/predeftones/predefringtones/Agency.mid | Created: 1/1/2005 12:00:00 PM
MDS5: 00fb76f3037d30b82cbcbcf7480dc733
SHA256: 708bad0c6caalba2d406abdee7df6e63
466a399d13fad16d9a6fb510c8774b31
7 Name: att_tune.mp3 Size (Bytes): 59246
Path: /alpredefgallery/predeftones/predefringtones/att_tune.mp3 | Created: 1/1/2005 12:00:00 PM
MD5: 8bdfe0b75631b89a2d810e32d1bc65b2
SHA256: 3b5ad0e4c69a5552e5307c82f242e255
51514facbbdb7cbd1ad91ea92ed86e75



files/Audio/Clock%20alert%201.mid
files/Audio/Clock%20alert%202.mp3
files/Audio/Message%201.mp3
files/Audio/Message%202.mid
files/Audio/Message%203.mid
files/Audio/Agency.mid
files/Audio/att_tune.mp3

8 Name: Cackle.mp3 Size (Bytes): 17928
Path: /alpredefgallery/predeftones/predefringtones/Cackle.mp3 | Created: 1/1/2005 12:00:00 PM
MD5: ce3dcd9f173301d29a58a21b8071968d
SHA256: 59cf1b57737ecc32d5f3207€77545135
2fb6761310bfd56d0f1220aa957e99ea
9 Name: Fete.mp3 Size (Bytes): 23112
Path: /alpredefgallery/predeftones/predefringtones/Fete.mp3 Created: 1/1/2005 12:00:00 PM
MD5: d79067912122d3871d981534a0a90243
SHA256: 908b86ea818f53d83c8509ba9695fecd
6d8f4e3926823d06a51a2f86eb1e5375
10 Name: Jazzy piano.mid Size (Bytes): 5343
Path: /alpredefgallery/predeftones/predefringtones/Jazzy Created: 1/1/2005 12:00:00 PM
piano.mid
MD5: 48f308e90d43150d494ed5452f1399bd
SHA256: fe8f1aabc86fald38aebff968aa66978
51990394¢2564444190e5bf2ab409ddf
1 Name: Low.mid Size (Bytes): 1654
Path: /alpredefgallery/predeftones/predefringtones/Low.mid Created: 1/1/2005 12:00:00 PM
MD5: faOc7be6fafe1eb9f6d00e8088589dcc
SHA256: 22f5f87dfe4beecdaf6d6ced56464ace
90e74c03de4afa962052b6488ecd5cce
12 Name: Mozart.mid Size (Bytes): 13852
Path: /alpredefgallery/predeftones/predefringtones/Mozart.mid | Created: 1/1/2005 12:00:00 PM
MD5: 52500030684 9fc9fbeeb4ec781bc0736
SHA256: ¢16c459e7f5c4089bf8bbff9bb87b26a
2d41f7f7036b6fddce2853c1f9604130
13 Name: Nocturnal.mid Size (Bytes): 10936
Path: /alpredefgallery/predeftones/predefringtones/Nocturnal.mi | Created: 1/1/2005 12:00:00 PM
MDS5: ef2312677f0b5622b172e18faa1abc03
SHA256: c48fe4a0bdfb6833daff8cd119fe28f9
3df4193f5a2e394b884e€9a3138018260
14 Name: Nokia tune.mid Size (Bytes): 2395
Path: /alpredefgallery/predeftones/predefringtones/Nokia Created: 1/1/2005 12:00:00 PM
tune.mid
MD5: 172ffe1c05e92bc8350495a065¢c45b63
SHA256: 1b32fd498d2921f928811cb6747b2815
46a39794121d6e5caeeac8d6ec40375e
15 Name: Nostalgia.mp3 Size (Bytes): 23544
Path: /a/predefgallery/predeftones/predefringtones/Nostalgia.mp | Created: 1/1/2005 12:00:00 PM
MD5: b35df76290355bedcOe04a2ec5e404a4
SHA256: 43c70b8e99420ddcbe87c4e8e121ea06
fa56401d631f1de2955d52f5a616d465
16 Name: Silver.mp3 Size (Bytes): 149256
Path: /alpredefgallery/predeftones/predefringtones/Silver.mp3 Created: 1/1/2005 12:00:00 PM
MD5: 79f87adc5e78c54af425b1d94b3dfeff
SHA256: d06d1e1fc34b2a3bc818326335415ef2
1fd7cfd29712e273c7eed64d323f973c
17 Name: Sophisticat.mid Size (Bytes): 618
Path: /a{gredefgallery/predeftones/predefringtones/Sophisticat. Created: 1/1/2005 12:00:00 PM
mi
MDS5: a0645d13b3de5beb90aaea3306520c5f
SHA256: 2ebc3c39f40f114¢3cb43b6dc197cfad
508ec30a1bf3f4ef73b0ad0c99a82391
18 Name: Tumbler.mid Size (Bytes): 16078
Path: lalpredefgallery/predeftones/predefringtones/Tumbler.mid | Created: 1/1/2005 12:00:00 PM
MD5: b0d45254d044f9f2c414f89370d0adca
SHA256: 99226893ac279685be98c13d7fc6f95

f42008bc31c98c65ec69b548d4d6785b



files/Audio/Cackle.mp3
files/Audio/Fete.mp3
files/Audio/Jazzy%20piano.mid
files/Audio/Low.mid
files/Audio/Mozart.mid
files/Audio/Nocturnal.mid
files/Audio/Nokia%20tune.mid
files/Audio/Nostalgia.mp3
files/Audio/Silver.mp3
files/Audio/Sophisticat.mid
files/Audio/Tumbler.mid

Images (34)

# File Info Thumbnail Del?
1 Name: Clip-art01.gif Size (Bytes): 348
Path: Jalpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art01.gif
MD5: 71f9bf55eefb8f411c86f632cbd0d969
SHA256:  f9cf0ad8fe02a9bf1170052a27361056
ac61f757bd039274c8d241794e707af2
2 Name: Clip-art02.gif Size (Bytes): 284
Path: /alpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art02.gif
MD5: b8a498b2da8eef8b350e530cf7a55038
SHA256:  ¢33¢852b2d06ae7c1f1fdee692179a6e
465251ceccf70ed834ddd84bc73a52e1
3 Name: Clip-art03.gif Size (Bytes): 482
Path: /alpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM 4
Clip-art03.gif
MD5: cb8b92943397697f189f3f98245¢c2c39 = :
SHA256:  91564dc0d8ded3577be8887b1f4b27b5
016c79bace6cd50548030e226ac210ad
4 Name:  Clip-art04.gif Size (Bytes): 639
Path: lalpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art04.gif
MD5: caa51893a95f411b9b839b60f17e3d78
SHA256:  2n29eff3a76fe4a82f416facT1ealdft
42bde9e458ed9035bde3b0b28ab3696d
5 Name:  Clip-art05.gif Size (Bytes): 1255 ¢
Path: Jalpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art05.gif
MDS5: df9fa17cde8e354de993edc9160859dd L e
SHA256:  gfoeaca71ea75878dc5e31455f0b343b
a166c2455f2e83b7cff12ea45a14ac8a
6 Name:  Clip-art06.gif Size (Bytes): 1068 .
Path: /alpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM I
Clip-art06.gif
MD5: 82c14e36817b8708b4316¢c1c9a32f108
SHA256:  2470e1e9278f62762204afa05dcdOfdc
9ece8ac885e6812ace34ca914a0a8352
7 Name: Clip-art07.gif Size (Bytes): 620
Path: /alpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM L]
Clip-art07.gif %
MD5: fd66ac45bfba5¢c78ba0155444533331a .l
SHA256:  143976268ccf6ad9f42c8d4b1ed66e50
e765af995c¢35145e409e1acf2d1de8b0
8 Name:  Clip-art08.gif Size (Bytes): 986
Path: /alpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art08.gif
MD5: ad5dce7e3356baaa05a533f113802e3a
SHA256:  78ef0cdf748194376c0a48149a8b14f5
653a3df9aba24d90247e24dcf8a815f4
9 Name: Clip-art09.gif Size (Bytes): 677
Path: /alpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art09.gif
MD5: 44f1cfbc6eb84b82cec3226ad789e40e
SHA256:  369de4f14ffdebd622b72566d5a7fd9e
e€790e528927b50d19cde2483¢2f702f4
10 Name:  Clip-art10.gif Size (Bytes): 665
Path: lalpredefgallery/predefgraphics/predefcliparts/ | Created: 1/1/2005 12:00:00 PM
Clip-art10.gif
MD5: df1cbdfe8c08a5efddcb209471c296ff
SHA256:  24162e€ad0999808953aebd40ee6788f

ff888d67d0cfd299aaf0889455df9533



files/Image/Clip-art01.gif
files/Image/Clip-art01.gif
files/Image/Clip-art02.gif
files/Image/Clip-art02.gif
files/Image/Clip-art03.gif
files/Image/Clip-art03.gif
files/Image/Clip-art04.gif
files/Image/Clip-art04.gif
files/Image/Clip-art05.gif
files/Image/Clip-art05.gif
files/Image/Clip-art06.gif
files/Image/Clip-art06.gif
files/Image/Clip-art07.gif
files/Image/Clip-art07.gif
files/Image/Clip-art08.gif
files/Image/Clip-art08.gif
files/Image/Clip-art09.gif
files/Image/Clip-art09.gif
files/Image/Clip-art10.gif
files/Image/Clip-art10.gif

" Name:  Frame01.gif Size (Bytes): 1393
Path: lalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame01.gif
MD5: 1252e8d5916c7ba5c82d92e93193bd36
SHA256:  7a4898df64cee629680cf1f3793af80a
15adab46196c0d50280c4f306af8ff36
12 Name: Frame02.gif Size (Bytes): 1458
Path: /alpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame02.gif
MD5: 851ec038e4a7548e80eaal1f2e893e1e
SHA256:  7470f64520dabe0fe133ad46917a8f03
76f4f9b068d71935b35db4349e245c59
13 Name:  Frame03.gif Size (Bytes): 1577
Path: /alpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame03.gif
MD5: 24eed4150f192652b3814b430fae4676
SHA256:  £15d6958451f228f67fa76d065a7701f
94e32d24604de00c49740ce56b076523
14 Name:  Frame04.gif Size (Bytes): 1614
Path: /alpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame04.gif
MD5: e6e9f39f45f48dd4bbcd6923d983ech0
SHA256:  ¢197efd407172a2881afe842217637a1
a6991c0c7ebaecdc0c9ed2bf2ea5d761
15 Name:  Frame05.gif Size (Bytes): 1209 I o1
Path: lalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame05.gif
MD5: ae540dc818265968fe7b132c82e11db6
SHA256:  10e5d104e0021088b75€5036¢d1d0280
b1d4ed381b5c3737aecbd6ef7cfccd1f L ol |
16 Name: Frame06.gif Size (Bytes): 1167
Path: lalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame06.gif
MD5: 7aa038645a581236¢01dbd63ae06fafc
SHA256:  31ad36f7cb6f0387af70763b3e5828dc
8917e74f7€97886410b2199aedd2e5b1
17 Name: Frame07.gif Size (Bytes): 1427
Path: lalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame07.gif
MD5: 9a97a8f03aa099da2e834502fbccbb3b
SHA256:  ¢f237770ed5f68a16ade224e7437d099
6804d2f6eed16ba2db60a9c522346d31
18 Name:  Frame08.gif Size (Bytes): 1550
Path: lalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM
Frame08.gif
MD5: 4338265bed4e01937c7b0e944067111d
SHA256:  4bfg2fbcf7c49332b3363ff3dbeeb691
7d3e2233fc4772c7bed702f9e3bfaccO
19 Name: Frame09.gif Size (Bytes): 2646
Path: Jalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM ?‘,’
Frame09.gif .
MDS5: 1b886573f36fbeec0533a1dfa70fb3ca :
L]
SHA256:  1h99211740b2a7d128406e79f33783¢1f 5\"
361a65ea140c8f1a68ab8b0b799a9d38
20 Name:  Frame10.gif Size (Bytes): 1563 ;
Path: lalpredefgallery/predefgraphics/predefframes/ | Created: 1/1/2005 12:00:00 PM E
Frame10.gif ;
MD5: c26ed62e5816ec38c15cbd75369f5¢3f ;
SHA256:  483089154027df998ffd22e0d40c9ab8 ;
[
i

6b4cdd38a0b6a934352d555e7009224¢



files/Image/Frame01.gif
files/Image/Frame01.gif
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21 Name: Cells.gif Size (Bytes): 42153
Path: /alpredefgallery/predefgraphics/predefscreen | Created: 1/1/2005 12:00:00 PM
savers/Cells.gif
MD5: d4710f417ee04770c6f72d2b6e2ffa23
SHA256:  ca25d7c3abed048e5724cf0fe29cf866
48d68a9aa48c3c21ddb0dc8ddf541aa9
22 Name: Neon.gif Size (Bytes): 17887
Path: /alpredefgallery/predefgraphics/predefscreen | Created: 1/1/2005 12:00:00 PM
savers/Neon.gif
MD5: 4acae3230f78d18f7dae1402f2783fe6
SHA256:  4324798¢22fh2909896382b1b2531538
e32f5¢79fd51c8b672239804044736f8
23 Name:  Golden Years.ipg Size (Bytes): 10532
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Golden Years.jpg
MD5: aeb9c065376878956fd49824667e694b
SHA256:  442a19a08413d521702a2368452¢c7aac
8033115bfa24d0ee710618e2f2668ef1
24 Name: Goldfish.jpg Size (Bytes): 11725
Path: Jalpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Goldfish.jpg
MD5:  53dcee483441caf1c5ebd37c1347¢912
SHA256:  965a86244fc35eca770c33c3857€0590
c19c425de3f4338278aea1e8abafa134
25 Name: Lilac.jpg Size (Bytes): 10203
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Lilac.jpg
MD5: 63414e791f3485bf2a277bc14c7802f0
SHA256:  5efeef87f5196fad7052c47e2a71152f
7f91df594af11f5b06a76e656f8eaalf
26 Name:  Mountains.jpg Size (Bytes): 12028
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Mountains.jpg
MDS5: €922c0c9032b315adc61639a89f7d861
SHA256:  7fa1977580126aefbeadbd8e593847ce
af3e072a641808802d8c98930007f844
27 Name:  Nostalgia.jpg Size (Bytes): 11993
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Nostalgia.jpg
MDS5: 63b20a9a97a12bee9b32479a972a92e1
SHA256:  081d220850585b6a87584a165ff71c91

a373715c57eed6¢b9b3d97661bf05¢09



files/Image/Cells.gif
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28 Name: Pink.jpg Size (Bytes): 11724
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Pink.jpg
MD5: 11ff662a28a11103b1267a17cf51f3a9
SHA256:  42889f4938aec9344b9017a5610ed5ce
84b2676c49753cb4bc5409c48f41f1d7
29 Name: Splash.ipg Size (Bytes): 7102
Path: lalpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Splash.jpg
MD5: 5b6010817ac7cc2490146fde43eedfa8
SHA256:  gps56bad94548dca8ecfc7dcbd277a52e
58213a58c2db4f47e0c44699ca914857
30 Name: Swell.jpg Size (Bytes): 25141
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Swell.jpg
MD5: e59ff4f64917f4af5a9b7bbb84e77f52
SHA256:  h8dcadbd35a68698b0b618552598¢118
b853f8aefe14f988e48a450e28493f06
31 Name: Vintage.jpg Size (Bytes): 12029
Path: /alpredefgallery/predefgraphics/predefwallpap | Created: 1/1/2005 12:00:00 PM
ers/Vintage.jpg
MD5: c0f9ad3cd19436fe191f35a19050c493
SHA256:  468271d66ab8a0e0f90ab9fc8e3abdfa
e€3100a169d21076629607747ee3efc47
32 Name:  |mage000.jpg Size (Bytes): 49162
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